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Introduction

Welcome to this exam preparation course book for the Certified Internal Auditor (CIA), a
certification from the Institute of Internal Auditors (I1A).

The CIA is the most globally recognized certification in internal audit. There are over 185,000
ClAs in 170+ countries. It is an entry point to other internal audit certifications. It is therefore
strongly recommended that any internal auditor should start working on the CIA certification
as soon as they start in their audit career, or even before for aspiring internal auditors.

This course has helped many people improve their chances at the CIA, from global Chief Audit
Executives to interested students: this course is suited for anyone with an interest in internal
audit.

It will help you understand the role that internal audit functions play in an organization and the
principles and standards of the profession. It will help you know how to apply key concepts
such as independence and objectivity. You will learn how to keep in good standing by knowing
how to follow the code of ethics and how to show due professional care and proficiency.

If you manage an internal audit team or want to be ready for when you do, it will help you know
whether your reporting lines are appropriate and how to improve your department through
quality assurance. You will learn about the essential areas of governance, risk management and
internal controls where auditors put much of their work effort. Finally, you will better know how
to react if you suspect fraud within your organization.

Most importantly, it aims to help you ‘think’ like an internal auditor, which | find is essential for
scoring highly on the exam as well as being a great internal auditor.

Sincerely,

Adrian Resag, QIAL, CMIIA, CIA, CISA, CRMA, GRCP, GRCA, IAAP, CFSA, CCSA, SIRM, CIMA
Adv Dip MA
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The course covers

This course covers all areas in which you need to be proficient for the CIA Part 1. It is intended
to fully replace the text book from the Institute of Internal Auditors (IIA).

It does not cover all the same content intentionally, but spends more time on what experience
has taught us needs more depth, and less time on what we see as less important for the exam.

CIA Part 1 Introduction and Exam Strategy

= |ntroduction to the CIA certification, overview of the content of CIA Part 1 and exam
strategies.

Fundamental concepts of Internal Auditing

» Understand the purpose of an internal audit function, what internal audit does and the
principles, framework and standards of the profession.

Independence, Objectivity and Ethics

= Proficiently understand the critical notion of independence and be able to identify if an
audit function has organizational independence.
= Know how to always act ethically as an internal auditor.

Due Professional Care and Proficiency

=  Know which areas internal auditors need to be proficient (and which they don't). Learn
how to show or identify due professional care.
=  Recognize how this affects the staffing of internal audit functions.

Quality Assurance and Improvement Program

=  Know how to conduct an internal audit quality internal assessment and how external
assessments must be performed.

Governance, Risk Management and Internal Control

= Gain an understanding of internal audit’s role in governance, risk management and
internal controls.
* Learn about different frameworks for assessing these areas.

Fraud Risks and Culture

= Learn how to identify fraud risks and what to do if fraud is suspected. See how internal
audit can change an organization'’s culture.
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I. CIA Part 1 Introduction and Exam Strategy

I.1. CIA certification overview

The Institute of Internal Auditor’s (IIA) Certified Internal Auditor (CIA) certification:

= |tisthe most globally recognized certification in internal audit.
=  There are over 185,000 ClAs in 170+ countries.
= |tis an entry point to other internal audit certifications.

There are 3 parts to the CIA certification, as follows:
Part 1 Part 2 Part 3

Essentials of Internal Auditing Practice of Internal Auditing

Business Knowledge for

Internal Auditing

Focus on the foundations and Focus on practical knowledge

principles of internal audit. on how to conduct and manage
internal audits.

Focus on knowledge important
in the business context.

1) CIA Part 1 Essentials of Internal Auditing

The exam lasts 2.5 hours and has 125 questions.

2) CIA Part 2 Practice of Internal Auditing

The exam lasts 2 hours and has 100 questions.

3) CIA Part 3 Business Knowledge for Internal Auditing

The exam lasts 2 hours and has 100 questions.

I.2. CIA exam planning

Candidates can start with any Part of the CIA. All Parts of the CIA should be completed within 3
years.

There is no minimum or maximum time between exams. If you fail an exam, you will need to
wait 60 days to try again.

We suggest candidates take the course, then plan the exam for 2-3 months later to give enough
time to revise the content and perform practice questions.
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I1.5. The Standards

There are 3 types of standards included in the Standards:

1) Attribute Standards

= Characteristics of those performing internal audit activities.
» Apply to both internal audit services and auditors.

1000 Purpose, Authority, and Responsibility MTERATNAL STANGARDS FOR TE PROFESSIONL FRASTE OF

INTERNAL AUDITING (STANDARDS)

Introduction to the Standards

Intemal audiing (s conducted in diverse logal and cultural envionments; for organzatons that

1100 | ndependence and ObJeCt|\,‘|tv iy pnpose 25 complesdy. and st and oy prcons o o D oganzsion
wih The A ftematonl Standards o the Profescons Practie. f Inemat Auitng
1110 Organisational Independence St s ekl osin o respeilies f il alers and e lamsl

1120 Individual Objectivity ' glum:nfmmmMM,J.«;&MSQF‘"Q.nmmmgsm.

2 Proioy 3 Tambuork o paroming vahie-acded

1130 Impairment to Independence or Objectivity } B e astton et ke

The

evaluatng
orgamzatonal and indidual levels.
uido

The Siandards. together with the Code of Effics, encompass all mandatory slements of the

1200 Proficiency and Due Professional Care
1210 Proficiency e B e o A
The L 2 To understand and apply

1220 Due Professional Care R e
1230 Continuous Professional Development

FBgert, CHeumstances el GHadion

Ths Standards comprise two main categones: Afiibute and Perfomanca Standards. Attributs
¥ Aixbin

nature of

Standards apply to 2l intemal audit services.

Implementaton Sandards expand upen e nd Perfomance Standards by provding
Ieanarrts SIS0 & 4sanch (A O AN { ) sOrces

1300 Quality Assurance and Improvement Program (QAIP)

Revioed: Oeicher 2016 Poge 1t
Esecive Sy 017
182018 Toe sttt o e Aueors

2) Performance Standards

= Are the quality criteria used for evaluating internal audit performance.
* Describe the nature of internal audit work.

ool Smitone o e Profeestionak Pracice of el Audhies (Sisrcas) 2000 Mana g in g the Internal Audit Activ It\/

S A 2100 Nature of Work

et ) 2o ac adds value

1o the organzation
Interprstation:

The intema! auckt activly ia eflectvely managed when

B —— 2200 En gagement P lanni ng
» It conforms with the Standands

*  Its indvidual members uwlm-m with the Code of Ethics and the Standards.
. Mt considers trends

The intemal awit activiy adds value fo the organizabion and ity stakeholders when i considers
alegres, obyectives, and nisks, stives fo offer ways to enhance governance, risk management,
and control processes, and objectively provides relevant assurance

2300 Performing the Engagement

2010 - Planning

The chief
auckt aciraty. consistent with the nlgvmnwu goals.

Intepretation:

To develop the risk-based plan, the chief sucdit executve consults with senior management and
of

T e I L S S 2400 Communicating Results

adjust the plan, a3 necessary, in response fo Ghangea in the orgamization’s busness, nok.
operaiions, programs, systems, and conlrois

201041 - The intemal audit activity’s plan of sngagements must ba basod on 2 docomantsd
risk assessaen, undertaken at least annually. The input of senior management and the.
board must be consdered in this process.

2010.A2 - The chief ault axsculive st identify and consider the axpectations of senior

T 2 o o et ke o oot e o 2500 Monitoring Progress

conciusions

2101 - The chief audt suscutive should consider aecepting progosed consitng
potental to mprove
ope o Deed

mmepmn

2020 - Communication and Approval

2600 Communicating the Acceptance of Risks

Recasd: Cctobmr 2015 Page 0cAZ5
Eficve: Janusey 2017
2015 The Insteute of Intemat Aueiters
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3) Implementation Guidance

» Expand on the Standards.

* Are instructions for implementing the Standards.

‘ 1000—Purpose, Authority, and Responsibility

‘The purpose, authority, and responsibility of the internal audit activity must be formally defined in an internal audit
charter, consistent with the Mission of Internal Audit and the mandatory elements of the International Professional
Practices Framework (the Core Principles for the Professional Practice of Internal Auditing, the Code of Ethics, the
Standards, and the Definition of Internal Auditing). The chief audit executive must periodically review the internal
audit charter and present it to senior management and the board for approval.

Interpretation:

The internal audit charter is a formal document that defines the internal audit activity's purpose, authority, and responsibility.
The internal audit charter establishes the internal audit activity’s position within the organization, including the nature of the
chief audit executive's functional reporting relationship with the board: authorizes access to records, personnel, and physical
properties relevant to the performance of engagements; and defines the scope of internal audit activities. Final approval of the
internal audit charter resides with the board.

1000.A1 - The nature of services provided to the ion must be defined in the internal audit
charter. If assurances are to be provided to parties outside the organization, the nature of these assurances must
also be defined in the internal audit charter.

1000.C1 - The nature of consulting services must be defined in the internal audit charter.

I1.6. Organizational Independence

’ Interpretation text
. Examples of implementation

Independence is “The freedom from conditions that threaten the ability of the internal audit
activity to carry out internal audit responsibilities in an unbiased manner.”!

Organizational independence exists if the Chief Audit Executive:

= Reports functionally to the Board

* Reports administratively to the CEO (or similar)

Shareholders

Board

Committee

Functional
reporting

Chief Audit Executive
Administrative pr——

Management | J Internal Audit

reporting

! Institute of Internal Auditors, IPPF Glossary
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To ensure independence?, the following measures should be in place:

=  The Chief Audit Executive (CAE) has direct and unrestricted access to the Board and
Senior Management.

* Annual reporting on organizational independence to the Board.

= |nternal Audit must be free from interference, or must disclose this to the Board.

Shareholders

Committee

Reports
independence
or interference

--------------------

Internal Audit must control without interference:

Chief Audit Executive

Internal Audit

= The scope of work
* The performance of work
* The reporting of results

| e
S The —— :
The scope of ] T ey ====— Thereporting

== .
work , ==——— ofresults
work

2]IA Standard 1110 (Organizational Independence)
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11.6.1. Functional reporting

Functional reporting is in place when the board (examples):

= Approves the Charter.

= Approves the Internal Audit Plan.

= Approves the Budget and Resources.

» Ensures the Chief Audit Executive (CAE) has no undue scope limitations.
= Approves the appointment or removal of the CAE.

= Approves the remuneration of the CAE.

= There is direct communication between the Board and the CAE.

Functional reporting is in place when the board

Ensures the
(examples)

CAE has no
undue scope
limitations

Approves the
Charter

Direct ’
communication}

between the
Board and the

Approves the
appointment or
s removal of the
CAE

Approves the

Approves the
Budget and
Resources

Approves the
remuneration

Internal Audit of the CAE

11.6.2. Administrative reporting

Administrative reporting facilitates day-to-day operations.
Examples include management help with:

= Budgeting and accounting.

* HR administration.

* Internal communication.

= Administration of Internal Audit policies and procedures.
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'~ Management

Budgeting and Internal

accounting communication

>,
v

HR { Administration

of IA policies

o ' o :
£ \ B administration and procedures

J

Internal Audit

I1.7. Internal Audit Charter

The Charter establishes Internal Audit's:

* Independence

= Position, reporting lines, accountability
= Scope

= Mission

» CAE and internal auditor responsibilities
» Unfettered access rights

* Rightto contact and other rights

Standards

The Standards have been reworded for simplicity.

1000 Purpose, Authority, and Responsibility

The purpose, authority and responsibility of internal audit must be
defined in a Charter (for assurance or consulting).

The mandatory nature of the Core Principles, Definition of Internal
Audit, Code of Ethics and Standards must be recognized in the Charter.

The CAE must periodically review the Charter and present it to
Senior Management and the Board for approval.
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11.8. Code of Ethics3

There are 4 fundamental principles in the Code of Ethics of the Institute of Internal Auditors:

* Integrity

= Objectivity

» Confidentiality
= Competence

Integrity 4 | Objectivity

]

<> M 8 . 2V
E vt i Confidentiality ,‘ Competency

11.8.1. Integrity

To act with integrity, internal auditors must:
1.1. Perform their work with honesty, diligence, and responsibility.
1.2. Observe the law and make disclosures expected by the law and the profession.

1.3. Shall not knowingly be a party to any illegal activity, or engage in acts that are
discreditable to the profession of internal auditing or to the organization.

1.4. Respect and contribute to the legitimate and ethical objectives of the organization.

3 Institute of Internal Auditors (I1A) Code of Ethics
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Example:

You are the only internal auditor in your company and the Board doesn't really request much
from you.

You have been spending a lot of time on Facebook and haven't really gone in depth in your
audits.

Of course, you know this is bad...

but is it really a breach of the Code of Ethics?

Yes itis. Internal auditors must “Perform their work with honesty, diligence, and
responsibility.”

Everyone does it.

It can't really be a J
breach of the 6

Code of Ethics. It's not because “everyone”

does it that it isn’t a breach
of the Code of Ethics.

I.8.2.  Objectivity*

Objectivity is an unbiased mental attitude that allows internal auditors to perform
engagements in such a manner that they believe in their work product and that no significant
quality compromises are made.

Internal auditors®:

2.1. Shall not participate in any activity or relationship that may impair or be presumed to
impair their unbiased assessment.

This participation includes those activities or relationships that may be in conflict with the
interests of the organization.

2.2. Shall not accept anything that may impair or be presumed to impair their professional
judgment.

411A Standard 1100 guidance - Independence and Objectivity
5 Institute of Internal Auditors (I1A) Code of Ethics
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IV. Quality Assurance and Improvement Program

A Quality Assurance and Improvement Program, also known as QAIP, is a crucial aspect of the
internal audit process that focuses on ensuring and enhancing the overall quality and
effectiveness of an organization's internal audit activities. It is a systematic and ongoing
evaluation process designed to assess the internal audit function's performance, adherence to
professional standards, and alignment with the organization's objectives.

Standards

The Standards have been reworded for simplicity.

1300 Quality Assurance and Improvement Program (QAIP) (1 of 2)

The Chief Audit Executive must develop and maintain a quality
assurance and improvement program.

The QAIP must include both internal and external assessments.

Internal assessments must include ongoing monitoring and self-
assessment (or internal-assessments).

A qualified independent assessor external to the organisation must
conduct an assessment at least every 5 years.

The main objectives of the Quality Assurance and Improvement Program are as follows:

1) Assessing Compliance: The program verifies whether the internal audit activities comply
with the International Standards for the Professional Practice of Internal Auditing
(Standards) issued by the Institute of Internal Auditors (lIA) and any other relevant
professional standards.

2) Evaluating Effectiveness: It evaluates the effectiveness of the internal audit function in
contributing to the achievement of the organization's goals and objectives. This includes
assessing whether internal auditors are providing valuable insights, recommendations, and
assurance to support decision-making processes.

3) Identifying Improvements: The QAIP identifies areas for improvement within the internal
audit process, methodologies, and procedures. It aims to enhance the efficiency and
effectiveness of internal audit activities and recommends appropriate corrective actions
when necessary.
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4) Ensuring Independence and Objectivity: The program confirms that the internal audit
function operates independently and objectively, free from undue influence or conflicts of
interest that could impair the quality of audit work.

5) Continuous Monitoring and Review: The Quality Assurance and Improvement Program is
an ongoing process, with regular reviews and assessments carried out periodically to
ensure that the internal audit function maintains a high level of quality and adapts to
changes in the organization's environment.

6) External Assessment: The lIA's Standards require that an external assessment of the internal
audit function be conducted at least once every five years. This assessment is performed by
independent assessors from outside the organization, and its findings are an essential part
of the QAIP.

By implementing a robust Quality Assurance and Improvement Program, organizations can
gain confidence in the reliability and value of their internal audit function, ensuring it remains
a valuable asset in achieving the organization's objectives while adhering to professional
standards and best practices.



Institute

AA Risk Governance  Cartified Internal Auditor (CIA) Part 1 - Course Book

IV.1.1. Scope of internal assessments

Internal assessments refer to the evaluations conducted by internal audit functions to assess
their own performance, effectiveness, and adherence to professional standards and best
practices.

The llA's Quality Assessment Improvement Program is designed to enhance the overall
quality of internal audit activities within an organization. As part of this program, internal audit
functions are required to perform periodic internal assessments to evaluate the effectiveness
of their internal audit processes, methodologies, and deliverables. These assessments are
typically conducted by internal auditors or audit teams within the same organization but are
independent of the audited activities.

pr—
J

Supervision

i

= Supervision and testing = Evaluate compliance = Assess audit’s
of audit performance with applicable laws contribution to GRC
and regulations
* Measurementsand = Benchmark with the = Effectiveness of
analyses of Standards and Code of continuous
performance metrics Ethics improvement
* Evaluate the charter, = Staff mix of knowledge
goals, objectives, and experience

policies, procedures

= Does audit add value,
improve operations,
help achieve objectives
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IV.1.2. Scope of external assessments

External assessments refer to evaluations of an internal audit function conducted by
independent and qualified external assessors. These assessors are individuals or firms outside
of the organization being audited, and they have the necessary expertise and experience to
assess the effectiveness, efficiency, and overall quality of the internal audit activities.

External assessments are an essential component of the lIA's International Standards for the
Professional Practice of Internal Auditing (Standards). They are conducted to provide an
objective and unbiased evaluation of the internal audit function's conformance with the
Standards and its alignment with best practices.

The main objectives of external assessments are to ensure that the internal audit function
adds value to the organization, operates with integrity, and follows professional standards
and guidelines.

' R,

= Evaluate compliance * Assess audit’s
with applicable laws contribution to GRC

and regulations

= Benchmark with the = Effectiveness of
Standards and Code of continuous
Ethics improvement

= Evaluate the charter, = Staff mix of knowledge
goals, objectives, and experience

policies, procedures

= Does audit add value,
improve operations,
help achieve objectives
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IV.1.3. Reporting the results of the QAIP

Results of the Quality Assessment and Improvement Program (QIAP) should be reported as
follows:

1300 Quality Assurance and Improvement Program (QAIP) (2 of 2)

The form and frequency of the external QAIP and any conflicts of
interest must be discussed with the Board.

The results of the external QAIP must be communicated to Senior
Management and the Board.

Disclosing non-conformances to Senior Management and the Board is
required if it impacts internal audit’s scope or activity.

1) Internal assessments

The Chief Audit Executive must share the results, action plans and the status of implementing
remediations with stakeholders (senior management, the board, and external auditors).

2) External assessments
Results should be discussed with the Chief Audit Executive during and at the end of the QAIP.

Final results should take the form of a formal report to the Chief Audit Executive or other
official who authorized the review and to senior management and the board.

=]
| Conformance Non-conformance
The practices of internal audit The impact and severity of
/ satisfy the Standards and the deficienciesin internal audit

) conduct its responsibilities.

g / Code of Ethics. impairs the activity’s ability to

/Partially conforms *

Internal Audit can use a statement of conformance with the Standards only if validated by
assessments of an external QAIP (but not otherwise).
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V. Governance, Risk Management, and Control

V.1. Internal Control

Internal controls are different processes in an organization which help keep the organization
on track to meeting its goals and objectives.

Controls are actions taken by management, the board or others to manage the organization’s
risk in the aim of increasing the likelihood of achieving its goals and objectives.

Internal controls aim to:

» Help achieve business objectives at the lowest costs.
= Contain risks within risk the organization’s tolerance for risk.

V.1.1. Definition of control environment

The control environment is the board and management'’s attitude and actions on the
importance of control in the organization.

It includes:

» Management's philosophy and style
» The organizational structure
* Integrity, ethical values, etc.

The COSO Pyramid » Adli i’

Control Activities

Risk Assessment

The control
environment is the
base of the COSO
Pyramid

Control Environment
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V.1.2. Main functions of controls
Controls have 4 main functions:

1) Directive
Causes or encourages a desirable event to occur.

Examples: guidelines, training, incentives

2) Preventive
Deters undesirable events from occurring.

Examples: access restrictions, approvals, maintenance.

3) Detective
Detects undesirable events that have occurred.

Examples: reconciliations, exception reports.

4) Corrective

Aims to correct errors or irregularities.

Examples: business Continuity Planning, backup and recovery, audit

trails.
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